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In todayôs environment several challenges 
face the Government to mitigate contractor 
risk

ÅLegacy database issues

ÅIncomplete or outdated contractor information

ÅDisconnected (or ñsiloedò) information systems that 

inhibit visibility

ÅAgency shortages in acquisition workforce

ÅLack of sufficient resources to meet oversight goals

ÅIncreased likelihood of business failure, business fraud 

and other high risk activities can undermine program 

performance
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There are best practices to utilize for 
contractor risk management 

ÅEstablish a standardized decision framework for 

mitigating contractor risk 

Å Validate potential contractors with rigorous due 

diligence during the pre-award phase 

ÅMonitor contractor risk during the post-award phase 

Å Adopt a portfolio view that assesses and manages the 

collective risk of contractors across the entire 

organization 

Å Use automated reporting tools to strengthen 

management, transparency and oversight  
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Establish a standardized decision framework 
for mitigating contractor risk
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There are benefits to establishing a 
standardized decision framework coupled 
with appropriate software applications

ÅEnabling consistency, professionalism and a rigor to 

strengthen decision-making and contractor oversight

ÅIncorporating the most appropriate software applications 

adds to efficiency of automation

ÅStandardizing the oversight process not only reduces 

contractor risk but also makes decisions less vulnerable 

to prevention of timely awards
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A good starting point is a Contractor 
Checklist to understand the operational risk 
during pre- and post-contract award phases

Pre-Award Contractor Checklist Post-Award Contractor Checklist

OPERATIONS OPERATIONS

Confirmation of Legal Business Name and 

Address Address/Facilities Change  

Verification of Business Existence (ñProof of 

Rightô Evidence) Merger or Acquisition  

Validation of Years in Existence/Under 

Current  Management Control Management Turnover  

Confirmation of Capacity to Perform Confirmation of Capacity to Perform 

- Annual Revenue - Annual Revenue 

- Number of Employees - Number of Employees 

- Size and Location of Facilities - Size and Location of Facilities 

Active Operating Status  

Executive or Management Team 

Background Check

Executive or Management Team 

Background Check

SIC or NAICS Relevancy Check  8



As well as the financial risks

Pre-Award Contractor Checklist Post-Award Contractor Checklist

FINANCIALS FINANCIALS

Low Risk Scores Negative Trend in Risk Scores 

Secure Financing Financing Challenges

Positive Payment Trends Negative Payment Trends

Payment History 

Compared to Industry

Negative Payment History 

Compared to Industry

Business Solvency Ratios Weakening Business Solvency Ratios

Efficiency Ratios Weakening Efficiency Ratios

Profitability Ratios Weakening Profitability Ratios
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And any ethical concerns

Pre-Award Contractor Checklist Post-Award Contractor Checklist

ETHICS ETHICS

Satisfactory Performance Record Unsatisfactory Performance Record

Absence of Suspensions/Debarments   Presence of Suspensions/Debarments   

Absence of Suits, Liens or Judgments Presence of Suits, Liens or Judgments 

Absence of Evidence of Criminal

or Fraud Activity Evidence of Criminal or Fraud Activity
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Validate potential contractors with rigorous due 
diligence during the pre-award phase 



Generally speaking, to be determined 
responsible, a prospective contractor 
mustð

ÅHave adequate financial resources to perform the contract, or 

the ability to obtain them

ÅBe able to comply with the required or proposed delivery or 

performance schedule  

ÅHave a satisfactory performance record  

ÅHave a satisfactory record of integrity and business ethics  

ÅHave the necessary organization, experience, accounting and 

operational controls, and technical skills, or the ability to obtain 

them (subcontractors) 

ÅHave the necessary production, construction, and technical 

equipment and facilities 

ÅBe otherwise qualified and eligible to receive an award under 

applicable laws and regulations (small business, veteran 

owned, etcé) 12



Upfront vetting will help you identify 
responsible contractors

Is the business and its executive known? 

ï Do a business/executive search and validate the presence of 

key information (Name, Address, Phone)? Is there a business 

registration?

Can the operational status of the business be confirmed?

ï Is the company listed as ñOut of Businessò?  Does it operate at 

a residential address? How many payment references exist? 

How large of a ñfootprintò do they have within the marketplace? 

Is there risk associated with the business?

ï Does the business have negative payment experiences? How 

do their financials look? Are they debarred or suspended? Do 

they have tax liens or a previous bankruptcy filing? Are they 

considered high-risk based on their predictive risk score?  
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Is the business or executive known? 
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Here is what we would have learned about 
U.S. Eagles Services Corpé
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Å Company:

ï U.S. Eagles Services Corp.

Å Location:

ï 6949 Wood Creek Lane, Rex, GA  

Å Executive

ï Terry Hall 

Å History/Operations:

ï Located at a residential address 

ï Has one employee

ï No GA business registration 

ï Operates two other companies from same 
address (Freedom Consulting and Catering, 
Total Government Allegiance)

Å Footprint: 

ï D&B has no payment experiences

Å Status:

ï Indicted for soliciting bribes November 2007

ï Suspended by Army March 2008



Is there risk associated with the company 
or its executives?
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Here is what we would have learned about 
Raman International é

Å Company:

ï Raman International, Inc.

Å Location: 

ï Cypress, TX  

Å Executive:

ï Mike Atallah

Å Facilities:

ï Operates from residence of officers

Å Footprint: 

ï Raman has 0 accounts; D&B has no 
payment experiences 

Å Case summary:

ï Signs of severe financial distress

Å Status:

ï Pled guilty for role in Army bribery scheme; 
company and three former/current 
employees suspended June 2008

17
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Red flags can help indicate the likelihood of 
a company to commit fraud

ÅQuestionable trade references

ÅSuspect financial information

ÅPredictive indicators

ÅUnknown individual or unknown business 

ÅInconsistent address information 

ÅUnconfirmed operational status

ÅSimilar company names, telephone numbers, and addresses

ÅIndividual or business background with previous history of risk

ÅLack of documentary or ñproof-of-rightò evidence
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D&B Predictive Indicators can be used 
individually or in combination to measure 
financial and operational risks

Predictive Score Definition

FSS

Financial Stress Score

FSS predicts the likelihood of an entity ceasing 

business without paying all creditors in full, or 

reorganizing or obtaining relief from creditors 

under state/federal law over the next 12 months. 

SER

Supplier Evaluation Risk

(Derived from the FSS)

SER predicts the likelihood a supplier will fail 

within the next 12 months or obtain legal relief 

from creditors or cease operations without paying 

creditors in full over the next 12 months.

CCS

Commercial Credit  Score

CSS predicts the likelihood that a business will pay 

its bills in a severely delinquent  manner (90+ days 

past term) over the next 12 months.

Severely delinquent is defined as a business with 

at least 25% of its payments slow and at least 

10% of its payments 90 days or more past  

defined credit terms.
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Agencies can streamline decision making 
using D&B scores and contractor risk 
scorecards

Å Analysis for pre-award to establish current business health and financial condition

Å Use for individual responsibility determinations as well as a supplier portfolio risk 

management tool 

Å Post award monitoring for ongoing risk
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Green  = Approve

(SER Score 1-3)

(FSS Percentile 80-100)

ÅLow Scores

ÅLow Exposure

Yellow = Further Review

(SER Score 4-6)

(FSS Percentile 31-79)

ÅMiddle Scores

ÅHigh Exposure

ÅReview Criteria

Red = Reject

(SER Score 7-9)

(FSS Percentile 1-30)

ÅHigh Scores

ÅñKnockoutò Criteria
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Additionally, a web-enabled dashboard can 
provide a snapshot of a contractorôs 
financial and operational stability
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Monitor contractor risk during the post-award phase
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14 seconds
a judgment is filed 

against a business

60 seconds
A businessô risk profile 

changes

2 minutes
a directorship (CEO, CFO, 

etc.) change occurs

2 minutes
a new business opens

4 hours
a businessô

ownership changes

8 minutes
a business files

bankruptcy

3 minutes
A business ceases

operations

EVERYé

Look how fast information changes in 
normal economic timeséand then factor in 
that these are not normal times



Monitor contractor risk during the post-award 
phase 

ÅOn average, 20% of an agencyôs database will undergo 

significant changes during a fiscal year

ÅAfter awarding contracts, agencies should continue 

monitoring the financial and organizational health of their 

prime contractors and subcontractors

ÅPost-award due diligence should include 

ïreal-time alerts

ïperiodic checks on the financial and operational stability of 

contractors whose contracts exceed specified dollar thresholds
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In times of economic downturn, we also 
see increased instances of Higher Risk 
behaviors

Higher Risk: The company displays characteristics of fraud, has 

misrepresented data to D&B, has been indicted or has pled guilty 

to criminal fraud 

ÅGrowing trends in the high risk areas: 

ïBusiness identity thefts  

ïCorporate charter takeovers 

ïShell corporations 

ÅHot spots for Higher Risk activity are Florida, Nevada,  

California, Georgia and Texas

ÅCommon lines of business are business consulting and 

real estate services

ÅStart date misrepresentations are becoming a large concern  
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Prior to filing bankruptcy, many companies 
start to display signs of financial distress

Business Deterioration:  A company which displays signs of financial 

distress, including signs of current or imminent business failure or 

operating difficulty

ÅNumerous and significant liens and/or judgments 

ÅNatural disasters (floods, hurricanes, fires, etc) 

ÅLending difficulties or defaults 

ÅPublic announcement of imminent business closure 

ÅOverall payment records declines significantly 

ÅñGoing Concernò clause as noted in the companyôs audited

financial statement 

ÅLicense revocations 



Supplier alerts allows companies to take 
action before suppliers declare bankruptcy 

27



28

ÅAll reports agencies purchase can be automatically 

registered 

ÅAgencies can register individual companies 

ÅAgencies can select 13 elements to monitor on 

registered accounts 

ÅAgencies can select the frequency and method of 

delivery 

ÅSevere risk alerts prompt notifications about higher risk, 

bankruptcy or business deterioration  

Automated post-award monitoring can be 
the early warning detection system you 
need in todayôs volatile environment
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Adopt a portfolio view that assesses and 
manages the collective risk of contractors
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Adopt a portfolio view that assesses and 
manages the collective risk of contractors 
across the entire organization 

ÅAn agency must examine the combined risk of its entire 

portfolio of contractors and subcontractors across the 

agency

ÅAn agency might have the resources to address 

moderate to severe risks among, say, 3-5 percent of its 

contractors; but a higher percentage of contractors at 

these risk levels would be unmanageable.

ÅAdopting a portfolio view also means evaluating the risks 

associated with a contractorôs corporate parent or related 

corporate entities.

30
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An agency should monitor the level and 
type of risk that contractors and sub 
contractors pose to the agency
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Use automated reporting tools to strengthen 
management, transparency and oversight  
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ÅDefine what performance metrics you need to capture

ÅIdentify what information is needed and what systems 

are required to capture the information

ÅEnsure your information is accurate, complete and 

actionable

ÅIdentify the right reporting tool that meets your needs  

A few simple steps can alleviate some of 
the reporting burdenéit is important to:    
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Most reporting tools includes at a glance 
dashboards that can quickly show your 
progress to date 
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